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The challenge
Many health systems that want to leverage a leading EHR platform turn to 
Epic Community Connect®. However, the successful adoption of the system is 
impacted by the fact that authenticating into the EHR platform requires 
clinicians to repeatedly type their usernames and passwords, which can 
create frustrations, lead to unsafe password workarounds, and take focus 
away from patient care. The challenge is magnified considering that, on 
average, physicians access clinical systems up to 70 times over the course of 
a day.

Key benefits
Healthcare organizations that want to unlock the full potential of their EHR 
turn to Imprivata for Community Connect. It is the trusted solution in 
healthcare that enables providers to harness the benefits of Epic Community 
Connect, improve data privacy and security across their entire facility, and 
streamline clinical workflows. Imprivata enables healthcare facilities that use 
Epic Community Connect to:

•	 Provide clinicians with consistent, fast, secure access and authentication 
to Epic Hyperspace

•	 Ensure a high standard of security without sacrificing clinician 
satisfaction

•	 Allow clinicians to experience the full benefits of their EHR and deliver 
quality patient care

•	 Gain fast, secure, DEA-compliant authentication for electronic 
prescribing for controlled substances (EPCS) and other clinical 
workflows

Imprivata customers include some of the world’s most prestigious healthcare 
organizations, and more than half of all facilities with Epic health systems. In 
total, more than 5 million users in over 1,500 healthcare organizations rely on 
Imprivata to provide both strong security and user convenience. When 
healthcare organizations complement their Epic Community Connect 
investment with Imprivata, providers reclaim efficiency, patients enjoy better 
care delivery, and both the health systems and the patient’s security is 
protected – exactly as it should be.

Benefits

•	 Harness the full benefits of Epic 
Community Connect

•	 Enable fast, secure, No Click 
Access® to Epic Hyperspace

•	 Improve data privacy and security 
without sacrificing clinician 
satisfaction

•	 Enable fast, secure authentication 
for e-prescribing of controlled 
substances and other clinical 
workflows in Epic Hyperspace
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About Imprivata

Imprivata, the healthcare IT security 

company, enables healthcare 

securely by establishing trust 

between people, technology, and 

information to address critical 

compliance and security challenges 

while improving productivity and the 

patient experience.
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Imprivata is embedded in native Epic workflows across the care 
process to seamlessly improve security and user convenience 

In an exam room, the nurse taps her 
badge to securely access Epic. Once  
the patient’s vitals are entered, the nurse 
secures the room with Epic Secure 
mode. Later when the physician enters, 
a badge tap brings up the patient’s 
record, enabling the physician to 
immediately engage with the patient.

At a nursing station, a clinician uses a 
badge tap to rapidly access Epic on a 
shared workstation in kiosk mode. When 
the clinician gets pulled away, potentially 
exposing patient data, Imprivata detects 
inactivity and hides the patient data by 
greying out the screen and displaying 
the clinicians name to prevent miss-
charting. A simple mouse-tap restores 
the Epic session.

In North America, when a clinician wants 
to issue an electronic prescription for a 
controlled substance, Epic uses 
Imprivata to meet the DEA’s two-factor 
authentication requirements. With 
Imprivata, the clinician simply swipes 
their fingerprint and a secure token is 
automatically pulled from the clinician’s 
locked phone to complete the 
authentication and issue the prescription 
to the pharmacy.


